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ABSTRACT 
In a man-machine system, equipment reliability and human reliability are 
affected by many factors such as the environment in which equipment is operated 
and psychological stress imposed on a human operator. In the probabilistic 
method of  reliability analysis the basic failure rate and the basic error rate are 
modified by experts to consider the influence of  these factors on reliability. 
However, these influences are not easily expressed quantitatively, because the 
relation between equipment reliability or human reliability and each of  these 
factors is not clear. In this paper the relation is expressed qualitatively. Further- 
more, equipment reliabifity and human reliability are represented by failure possi- 
bility and error possibility, respectively, which are fuzzy sets on the interval [0, 1]. 
A method is presented to derive failure possibility and error possibility from 
subjective stimates of  not only the basic failure rate or the basic error rate but 
also each factor that affects reliability. Fuzzy reasoning is used in this method. An 
example is given of reliability analysis of  a man-machine system using failure 
possibility and error possibility obtained by this method. 
KEYWORDS:  reliability, man-mach ine  system, fai lure possibility, error 
possibility, fuzzy  reasoning 
INTRODUCTION 
Convent iona l  rel iabi l i ty analysis  makes  use of  fai lure rate and error  rate. 
However ,  it is not l ikely that enough data on equ ipment  fai lure and human 
error  can be col lected to est imate these rates. Est imates of  fai lure rate and 
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error rate cannot help but be dependent on engineering judgment. Failure 
possibility (Onisawa [1]) and error possibility (Onisawa [2]) have been pro- 
posed from the viewpoint hat all one can reasonably estimate is the possibility 
or plausibility of an event taking place, given the information that one has on 
hand or can reasonably assemble (Schmucker [3]). Failure possibility and error 
possibility represent equipment reliability and human reliability, respectively, 
which are fuzzy sets on the interval [0, 1]. The results of human reliability 
analysis by use of the error possibility and those obtained by use of the error 
rate have been compared, and the validity of fuzzy reliability analysis has been 
shown (Onisawa and Nishiwaki [4]). So far, the failure possibility and the 
error possibility have been assumed to be derived from subjective stimates of 
the failure rate and error rate, respectively. However, equipment reliability 
and human reliability are affected by many factors such as the environment in
which equipment is operated and psychological stress experienced by a human 
operator. In the conventional method of reliability analysis the basic failure 
rate and the basic error rate are modified by experts to consider the influence 
of these factors on reliability. The modification of these basic rates cannot help 
but be dependent on engineering judgment. 
In this paper I propose a method to derive the failure possibility and the 
error possibility from subjective stimates of not only the basic failure rate or 
the basic error rate but also each factor that affects reliability. Fuzzy reasoning 
plays an important role in this method, because the relation between equipment 
reliability or human reliability and each factor is not clear. As an example I 
show the reliability analysis of a man-machine system by use of the possibility 
obtained by the proposed method. 
FAILURE POSSIBILITY AND ERROR POSSIBILITY 
Let us consider a fuzzy set F on the interval [0, 1] associated with the 
possibility distribution F(x), 
1 
F(x) = (1) 
1 +20[X--Xo[ m 
where m = rn L for x_<x 0and m = m v for x_>x o. 
Figure 1 shows Eq. (1). The parameter x o is called the center of F giving 
the maximum grade of F(x) ,  and the parameter m is related to fuzziness. The 
parameters x o and m are assumed to be derived from subjective stimates of 
the triplet of the failure rate or the error rate [PL, Pro, Pu] (Onisawa [1, 2]), 
where Pm is the recommended value of the failure or error rate, PL is its 
lower bound, and Pu is its upper bound. In this paper, as will be discussed 
later, x 0 is derived from subjective stimates of not only the failure or error 
rate but also factors that affect equipment or human reliability. In Figure 1 the 
numerical value of the abscissa is not probability but unreliability based on 
subjective estimates of the failure or error rate and other factors. In the 
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Figure 1. Failure or error possibility. 
reliability analysis it is important o evaluate the fuzzy set F obtained by the 
analysis. For example, if x o is small and the fuzziness of F is little as a result 
of the system reliability analysis, the analysis result shows a low possibility 
that an accident will happen to this system. On the other hand, if x o is small 
but the fuzziness of F is great, then the result shows a high possibility that an 
accident will happen. Hence it is not necessary to consider the particular 
element of F and the degree of its membership, for example, F(0.8) = 0.7. 
However, it is significant o consider x = 0 and x = 1 as extreme cases. That 
is to say, x = 1 implies that equipment will certainly break down or a human 
operator will certainly fail, and F(1) is the degree of its possibility. On the 
other hand, x = 0 implies that equipment will absolutely not break down or an 
operator will absolutely not fail, and F(0) is the degree of its possibility. 
When F represents equipment reliability, F is called the failure possibil- 
ity. When F represents human reliability, F is called the error possibility. 
Only a summary of the derivation of the parameters xo and m from only the 
estimate of the triplet of the failure or error rate is given. The justification and 
the meaning of some definitions may be found in [1] and [2]. Hereafter the 
failure possibility and the error possibility are together called the failure 
possibility. 
1. The parameter xo is derived from PM. 
Xo = f (  PM) 
1 
= 1+ [K×log(1 /pM)]3 ,  PM•O (2) 
where f(0)  = 0 and K is a constant. The parameter K represents the safety 
criterion (Onisawa [1]). Table 1 shows the classification of x o. 
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Table 1. Classification of x o 
Class Bounds of x o Representative Value 
C 1 1.0 1.0 
C 2 0.9-1.0 0.95 
C 3 0.7-0.9 0.8 
C 4 0.5-0.7 0.6 
(75 0.3-0.5 0.4 
C 6 0.2-0.3 0.25 
C 7 0.1-0.2 0.15 
C s 0.05-0.1 0.075 
C 9 0.0-0.05 0.025 
Clo 0.0 0.0 
2. The parameters rn L and m v are derived from [PL, PM, Pv]" The 
parameters m t and m e are together written as m. 
(a) Define k r = PM/Pt  and k U = PV/PM.  The parameters kL and 
k v are together written as k. 
(b) Four uncertainty bounds are defined as k < 3, 3 < k _< 5, 5 < k ___ 
10, and 10 < k. For these uncertainty bounds we refer to Table 2 (Swain 
and Guttmann [5]). 
(e) In class C 5, define m = 2.0 for k _< 3, m = 2.5 for 3 < k < 5, 
m = 3.0 for 5<k_< 10, and m = 3.5 for 10<k.  Let Xoi be the 
representative value of x o in class Ci, and let F/ be the failure 
possibility in class C i such that Fi( xoi ) = 1, i = 2, 3," . . ,  9. 
(d) Within the same uncertainty bounds the parameter m is obtained so 
as to satisfy 
Fi( x,) = x,) (3) 
where x i = f (10P  M) when m u is obtained, x; = f(PMi/lO) when m t 
is obtained, and Xoi = f (  PMi)" 
Table 3 shows the result obtained by the abo','e procedures when K is 
defined by 1 / log( I /5  x 10-3). In the case of the error possibility, the 
boldface values are used, and the parameter m for 10 < k is used when the 
error rate of a given task is assumed to be fuzzier. 
Table 2. General Guidelines for Estimating Uncertainty Bounds for 
Estimated Error Rate 
Error Rate Lower Bound Upper Bound 
0.01 < PM PM/5 2PM-5PM 
0.001 < PM < 0.01 PM/3 3P M 
PM < 0.001 PM/IO lOP M 
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Table 3. Parame~r m 
Class m 3 ~k 3 < k~ 5 5 <k~ 10 10< k 
Q m U 2.7 3.3 4.0 4.7 
m L 2.7 3.3 4.0 4.7 
C 3 m v 1.3 1.7 2.0 2.3 
m L 3.1 3.8 4.6 5.4 
m v 1.9 2.4 2.9 3.4 
m L 2.6 3.3 3.9 4.6 
m u 2.0 2.5 3.0 3.5 
m L 2.0 2.5 3.0 3.5 
m u 1.6 1.9 2.3 2.7 
m L 1.5 1.9 2.3 2.7 
C 7 m u 1.1 1.4 1.7 1.9 
m c 1.2 1.5 1.8 2.1 
C 8 m u 0.8 1.0 1.1 1.3 
m L 0.9 1.1 1.4 1.6 
C 9 m v 0.5 0.6 0.7 0.9 
m L 0.7 0.8 1.0 1.2 
The failure possibility in class C 1 is defined as 
{1, x = 1 
F(x)= o, x .1  (4) 
and that in class C~o is defined as 
F(x )  = {0 '  x~e0 (5) 
1, x=0 
DERIVATION OF FAILURE POSSIBILITY FROM ESTIMATE OF 
MANY FACTORS 
Equipment reliability and human reliability are affected by many factors. It 
is necessary to consider the influence of these factors in the derivation of 
the failure possibility. Although the relation between equipment reliability or 
human reliability and each factor is not clear, the relation can be expressed 
qualitatively. In this section the environment in which equipment is operated, 
the quality of maintenance, and the working time are considered as factors that 
affect equipment reliability. The environmental task condition, fatigue, compe- 
tence, and psychological stress of the human operator are considered as factors 
that affect human reliability. The following are qualitative expressions of the 
relation between equipment reliability or human reliability and other factors. 
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EQUIPMENT RELIABILITY 
• Environment in which equipment is operated (EE) 
If the environmental condition is good, then equipment reliability is 
high. 
If the environmental condition is bad, then equipment reliability is low. 
• Quality of maintenance (EM) 
If the quality of maintenance is good, then equipment reliability is high. 
If the quality of maintenance is bad, then equipment reliability is low. 
• Working time (EW) 
If the working time is short, then equipment reliability is high. 
If the working time is long, then equipment reliability is low. 
HUMAN RELIABILITY 
• Environmental task condition (HE) 
If the environmental task condition is good, then human reliability is 
high. 
If the environmental task condition is bad, then human reliability is 
low. 
• Fatigue (HF) 
If the degree of fatigue of an operator is low, then human reliability 
is high. 
If the degree of fatigue of an operator is high, then human reliability 
is low. 
• Competence (HC) 
If the degree of competence of an operator is high, then human 
reliability is high. 
If the degree of competence of an operator is low, then human 
reliability is low. 
• Psychological stress (HS) 
If the degree of stress of an operator is low, then human reliability is 
somewhat low. 
If the degree of stress of an operator is optimum, then human reliability 
is high. 
If the degree of stress of an operator is high, then human reliability is 
low. 
Terms "good,"  "bad,"  "high," " low,"  "somewhat low," and "optimum" 
are expressed by fuzzy sets on the interval [0, 1]. Figure 2 illustrates the above 
qualitative xpressions by the use of fuzzy sets. Fuzzy sets to the left of the 
arrow show the terms "good,"  "bad,"  and so on, on estimates of factors that 
affect reliability. The numerical value of the abscissa is the estimate of each 
factor. On the other hand, fuzzy sets to the right of the arrow show the terms 
" low,"  "high," and so on, on reliability in terms of Xo in Eq. (1). In this 
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Figure 2. Relation between reliability and each factor. 
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figure, 
x~ = f (  PM) (6) 
where PM is the recommended failure or error rate, and 
x~:+ 1 
x '  = - -  (7 )  
2 
Fuzzy sets representing equipment reliability in Figure 2 have the following 
meanings. If the estimates of the environmental condition, the quality of 
maintenance, and the working time are high, equipment reliability is estimated 
to be high. On the other hand, if the estimates of these factors are low, 
equipment reliability is estimated to be low. And when estimates of these 
factors are about 0.5, equipment reliability is not estimated to be higher even if 
the conditions of these factors are improved only a little. 
Fuzzy sets representing human reliability in Figure 2 show the following 
meanings. Even if estimates of the environmental task condition, competence, 
and fatigue of an operator are a little worse, human reliability is not so much 
worse. This implies the flexibility of a human operator. With respect to 
psychological stress, according to Swain and Guttmann [5], the error rate of a 
task under the optimum stress level is multiplied by 2 in order to consider the 
influence of the low degree of stress on human reliability. Although the low 
degree of stress leads to low human reliability, human reliability under the low 
degree of stress is not as low as that under the high degree of stress. So Eq. (7) 
is used in this paper. 
Let gij and hij ( j=  1,2 when i=  EE, EM, EW, HE, HF, HC, and 
j = 1, 2, 3 when i = HS) be membership functions of fuzzy sets in the IF part 
and THEN part, respectively. The parameter x o in Eq. (1) is obtained by the 
use of fuzzy reasoning when estimates of factors e i (i = EE, EM, EW, HE, 
HF, HC, HS) are given. Reasoning sequences are the following. 
1. Calculate 
Wij = gij( ei) (8) 
Each wi2 implies the degree of satisfaction i  the IF part. 
2. Find xij such that 
Wij = hij( Xij ) (9) 
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3. Calculate 
.~. wijxi j  
" J  (10) 
g 0 -~ ~ Wij 
t,J 
As for the parameter m in Eq. (1), numerical values derived from the triplet 
of the failure or error rate are used. That is to say, the failure possibility, 
which is derived from estimates of the failure or error rate and factors, is 
obtained by the parallel transformation of the failure possibility, which is 
derived from only an estimate of the failure or error rate. When the estimate of 
each factor on human reliability is the best, that is, when erie = eric = 1.0, 
enF = 0.0, and ells = 0.5, the inferred x o is equal not toO but to f(PM)" 
This implies that even if a human operator performs a task under the best 
conditions, there is the possibility that he will fail in the task. On the other 
hand, when the estimate of each factor influencing equipment reliability is the 
best, that is, when eEE = e~M = 1.0, eEW = 0.0, the inferred x o equals 0.0. 
And when eEE = eEM = eEW = 0.5, the inferred x 0 equals f(PM). 
If other factors must also be considered, then relations between reliability 
and factors are expressed qualitatively and the above procedures are repeated. 
REL IAB IL ITY  ANALYS IS  US ING FA ILURE POSSIB IL ITY  
Reliability analysis, which does not consider human reliability, tends to be 
optimistic. It is necessary to consider human reliability in the analysis of 
system reliability. It is desirable to express human reliability in a manner more 
compatible with equipment reliability in order to incorporate human reliability 
into the analysis of system reliability (Adams [6], Park [7]). The failure rate 
and error rate used in the probabilistic method of reliability analysis should not 
be regarded as the same measure, because the definition of failure rate is 
different from that of error rate. The failure rate is defined as the rate Of 
equipment failure per unit time. On the other hand, the error rate is defined as 
Error rate 
frequency of an error in a given task 
the number of times that a human operator has performed the task 
The failure possibility (in the narrow sense) and the error possibility are 
regarded as the same measure in reliability analysis because both of them are 
derived from subjective stimates of the failure rate, the error rate, and factors 
that affect equipment reliability and human reliability. 
274 Takehisa Onisawa 
In this section equipment failure and human error are called events. The 
justification and the meaning of some definitions can be found in [1] and [2]. 
Logical Connectives 
It is assumed that two events are independent of each other. 
AND CONNECTIVE It is assumed that if two events happen, then an accident 
occurs. The failure possibility of the total system is obtained from the function 
H and the extension principle (Dubois and Prade [8]). 
1 
H(x ,y )  = (11) 
1 + {[(1 - X) /x ] l /3d l  - [ (1  - -  y) /y l l /3}  3
where 0 < x, y -< 1 and H(O, y) = H(x,O) = O. 
OR CONNECTIVE It is assumed that if at least one of two events happens, then 
an accident occurs. The failure possibility of the total system is obtained from 
the function G and the extension principle. 
G(x ,y )  = {[x / (1 -  x)]3 + [y / (1 -  y)]3} '/3 
l+  { [x / ( l _x ) ]3+[y / ( l _y ) ]3} l /3  (12) 
where 0 < x, y < 1 and G(1, y) = G(x, 1) = 1. 
Dependence between Two Events 
It is assumed that if event A happens, then event B is liable to happen. Let 
F A be the failure possibility of event A, F s the failure possibility of event B, 
and R the fuzzy causal relation representing the degree of dependence. 
1. The occurrence of event A influences that of  event B: Let FA be the 
failure possibility of event B influenced by the occurrence of event A. 
Under logical consideration F~ can be estimated as F A AND R. In this 
case FA is the failure possibility of the total system. 
FA = H(FA, R) (13) 
2. The occurrence of  event A does not influence that of  event B: The 
portion of the failure possibility of event A that does not influence the 
occurrence of event B is obtained as 
F A = G(F,~, F~) (14) 
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where FA is this portion. The failure possibility of the total system in this 
case is obtained as 
F' = H(F~, Fs) (15) 
3. The failure possibility as a whole is obtained as 
F = H(F', F~) (16) 
The failure possibility F is obtained by taking cases 1 and 2 above into 
consideration. 
Evaluat ion 
The failure possibility F obtained by the analysis is evaluated from four 
points of view. Let (F)~ = (Xl(a), XE(a)) be an a-cut of F. 
1. The center x 0 of F: 
J1 = x o (17) 
2. Potentiality for an event. Define 
/ot~[ x2(ct) - 0.5] o~ da 
J2 = r (18)  
/o1(1 - 0.5)ct dc~ 
where x2(/3) = 0.5. J2 is evaluated when J1 < 0.5. J2 is interpreted 
as the potentiality for an event because the part of the failure possibility 
such as x2(ot) >_ 0.5 for ete [0,/3] is evaluated by Eq. (18). 
3. Fuzziness of the failure possibility of an event. Define 
[1 [  x2(ct) _ Xo]tX dee 
J3 = "o (19) 
ol(1 - Xo)a dct 
where XE(Ot) >_ x o for ot ~ [0, 1]. J3 evaluates fuzziness of the failure 
possibility F. 
4. Relative potentiality and relative fuzziness, Define 
fo~[ x2(ct) - 0.51a da  
J2' = a, (20) 
fo [ Xs2(°t) - O'5]°t d°t 
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where xs2(B')  = 0.5, and 
fol[x2(a)-xol da 
J3" = __  (21) 
jo'[ x=(,O - Xo]a 
The denominators in Eqs. (20) and (21) are the evaluation of the standard 
failure possibility F s in the class to which x o belongs. Let (Fs),~ = 
(Xsl(a), xs2(a) )  be an a-cut of F s. The standard failure possibility has the 
possibility distribution such that 
1 
Fs(  x ) = (22) 
1 + 20 Ix -  xol m 
where x o equals J1 and m is the numerical value for 3 < k < 5 in the class 
to which x o belongs. 
EXAMPLE 
Figure 3 shows the simplified schema of the control of a chemical reaction. 
If  the reactor temperature ises above a specified value, the system runs away, 
and if the temperature falls below another specified value, the system stops. 
When the flow rate of the raw material decreases, the reactor temperature falls, 
and when the flow rate increases, the temperature rises. A human operator 
must control the flow rate of the raw material through the flow-indicating 
controller (FIC) and the flow control valve (FCV), reading the temperature 
indicator (TI). 
There is one supervisor in the control room who watches the reactor 
thermometer. It is assumed that the supervisor's error is only omission, and 
failure of the thermometer is not considered, for simplicity of analysis. 
Figure 4 shows the fault tree. The top event implies that the system runs 
TI  
f--'* 
Raw FCV 
Material 
TS;Temperature Sensor 
FS;Flow Sensor 
Figure 3. Simplifi~ schema of a plant. 
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~E~i i i~n  ~ ~ AND 
/~51~ I (5-2) <5-3) (5--4) 
Y] ]~ Error of Failure Failure of 
y %Reading TI of FS FIC 
(6-1) (6-2) 
Failure of TS Failure of TI 
Figure 4. Fault tree. 
away. In this figure the degree of dependence R~ signifies complete depen- 
dence. That is to say, the failure of the temperature s nsor (TS) or the failure 
of the TI leads to the error of reading the TI, and these events lead to the error 
of operating the FIC. 
Figure 5 shows the membership function of R I. The environment in which 
equipment is operated (EE), the quality of maintenance (EM), and the working 
time (EW) are considered factors that affect equipment reliability. The environ- 
R 1 
1 
i 
i 
0 1 
Figure 5. Membership function of complete dependence. 
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Table 4. Failure Rate, Error Rate, and Parameters K and m 
Failure or Error 
(Event No.) Rate a K b mu, ml~ 
TS 3E-3 ,  1.34E- 2, 9E -2"  1/log(1/P2) 2.7, 3.4 
(6-1) 
TI 2E - 2, 4.06E - 2, 6E - 2 1/log (1/P~) 2.0, 2.0 
(6-2) 
Reading TI 1E - 3, 3E - 3, 1E - 2 I/log (1/P3) 2.5, 2.0 
(5-2) 
FS 8E-4 ,  1.752E- 3, 1E -2  1/log(1/P4) 3.1, 2.5 
(5-3) 
FIC 2E - 2, 3,57E - 2, 5E - 2 1/log (1/P1) 2.0, 2.0 
(5-4) 
Operating FIC IE - 4, 5E - 4, 1E - 3 1/log (l/P3) 1.6, 1.9 
(4-2) 
FCV 8E-  4, 5.782E- 3, 2E -  2 1/log (l/P3) 2.4, 3.9 
(4-3) 
Supervising 5E-  3, 1E - 2, 5E -  2 l/log (I/PE) 2.5, 2.0 
(2-1) 
a3E - 3 = 3 x 10 -3, for example. 
bP t = 5 X 10-2; P2 = 10-z; P3 = 5 x 10-3;  P4 = 10-3. 
mental task condition (HE), fatigue (HF), competence (HC), and psychological 
stress (HS) of a human operator are considered factors that affect human 
reliability. Let the relation between equipment reliability or human reliability 
and each factor be as shown in Figure 2. Table 4 shows the basic failure rate of  
each piece of equipment, the basic error rate of each task, and the parameters 
m and K. 
Figure 6 shows the fuzzy reliability of this system in terms of the failure 
possibility. Figure 6a shows the failure possibility of this system without 
considering factors that affect equipment reliability and human reliability. 
Figure 6b shows the failure possibility of this system in the case eEE = 0.4, 
eEM = 0.9, and eEW = 0.3, eriE = eric = 0.8, eHF = 0.2, and ellS = 0.35. 
This case implies that the environment in which equipment is operated is 
somewhat bad and that other conditions are good. Figure 6c shows the failure 
possibility of this system in the case eEE = eEM = 0.4, eEW = 0.7, eriE = eric 
= 0.4, enF = 0.7, and ells = 0.35. This case implies that the environment in 
which equipment is operated and the degree of maintenance are somewhat bad, 
the working time is somewhat long, and task conditions except for psychologi- 
cal stress are somewhat bad. That is to say, the estimate of each factor in 
Figure 6b is better than that in Figure 6c. 
Figure 6c shows that the possibility of this system running away is rather 
high in spite of the somewhat small J1,  because F(1) is much larger than 
F(0). Furthermore, the large J3  implies that J1 is not evaluated with 
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1 1 
Jl = 0.14 ~N~ Jl = 0.12 
I I \ J2 = o.20 ' \ J2 = 0.10 
"~ I I N k J3 = 0.39 ,~ ~ J3,= 0.35 
E 
0 - -  0 
(a) (b) 
1 ~ J1 = 0.20 
I / \ J2 = 0.39 
I [ \ J2,= 24.17 
I I ~ J3=0.56 
'= . 
0 
(c) 
Figure 6. Results of analysis. 
confidence. The low estimate of each factor leads to this result. And this result 
of the analysis hows that when the estimate of each factor is not high, even if 
the evaluation of the failure possibility from one point of view, that is, J 1, is 
somewhat good, the evaluation of the failure possibility from other points of 
view is not necessarily good. Figure 6b shows that the possibility of this 
system running away is somewhat low, because J1, J2,  and J3 are small and 
F(0) is larger than F(1). The high estimate of each factor leads to this result. 
Figures 6a and 6b show the same level of possibility of this system running 
away. However, if each factor is not considered in spite of the low estimate of 
each factor, Figure 6a shows the optimistic result. Figures 6a, 6b, and 6c show 
the importance of considering factors that affect equipment reliability and 
human reliability. 
CONCLUSIONS 
In this paper we present a method to derive the failure possibility and the 
error possibility from estimates of not only the failure rate or error rate but 
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also each factor that affects equipment reliability or human reliability. Fuzzy 
reasoning is used in this method because the relation between equipment 
reliability or human reliability and each factor is not clear. The failure 
possibility and the error possibility obtained by this method are used to analyze 
the reliability of a man-machine system. An example has been presented that it 
is necessary to consider factors that affect reliability. Reliability analysis using 
the failure possibility and the error possibility has the following advantage: It is 
possible to point out that when the estimate of each factor is not high, even if 
the evaluation of the failure possibility or the error possibility from one point 
of view, for example, J1, is good, the evaluation of the possibility from other 
points of view is not necessarily good. 
This method is necessary to construct a reliability assessment system that 
uses fuzzy information of man-machine system reliability. 
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